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~ Cover your business against

Cybercrime

This infographic will show how cyber crime can affect your business
and what you can do to cover yourself

Data In the

workplace

Almost every
UK company
uses digital
communication
or technology
(98%)

Nearly half of all
UK businesses
have experienced
cyber breaches in
2018 (43%)

Many companies
don't believe cyber
crime affects them
(41%)

Most frequent
cyber attacks

Viruses or malware
Malware is a program or file that
harms a computer.
Malware can include viruses,
worms, Trojan horses and spyware
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Fraudulent emails
Emails that ask for personal details,
or to follow links to a suspicious
website. Emails will usually sound
urgent. A shocking 45% of all emails
are spam i,

Ransomware
Malicious software that threatens
to publish or block a victim's data
unless a ransom is paid.
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Average time
taken to
recover from
breaches
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The average
cost of a cyber
breach

The cost per
breach for a
medium sized
company

Maln causes of
breaches

Staff using own devices
Allowing staff to use their own
devices for work purposes runs

the risk of security breaches

Holding personal data
Storing sensitive information will
put you at risk from online
criminals looking to steal
personal details
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Using Cloud (online) storage
This type of storage is vulnerable
to online hackers, who are able
to access non-physical storage

Why you need
cyber Insurance

Cyber crime
Online criminals are always finding
new ways to make money. Cyber
Insurance helps cover the cost of
becoming a victim to cyber crime

Network interruption
Cyber attacks can leave you
without access to your work

networks, possibly leading to a loss
of trade

A
RS

Network security liability
Network security liability covers
you for a failure in your IT
systems that may lead to your
customers' data becoming
compromised
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Cyber extortion
Criminals demanding payment by
threatening some form of malicious
activity against a victim, such as data
leak or blocking access

Reputational damage
Losing customers' data can often
create distrust in the relationship.

With cyber insurance,

communication with your
customers is all handled for you
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Asset damage
A cyber attack that takes control of
eguipment can cause physical
damage, especially in cases where
cyber attacks have taken over
machinery

Cyber insurance arrangea
by Premier BusinessCare

Can cover software or hardware
damage

®

Covers hacking and data theft

|

IT forensic support to get you back
up and running

Premierline

ANCE AROKFER

Industry leading cyber cover

Bespoke packages to suit your needs
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Feefo Gold Trusted Service

stics taken from Department for Digital, Culture, Media & Sport

Source: Zywave Inc - 2018 Cyber-Security Breaches Survey
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