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over the Internet -
What should you do?

Act at oncel!

+Everything comes to him who waits” according to the proverb — but sometimes
the exact opposite is true: reacting as swiftly as possible is of the essence in
cases of so-called Fake President and Payment Diversion fraud. The criminals
are online in the internet and using its speed; operating across borders is part
of their plan and is intended to make it as difficult as possible for the victim to
get the assets/money that have been misappropriated back. The only way you
can thwart them is by acting fast and effectively. That is why you should follow
the instructions recommended below, which give you, in our experience, the
best chance of recouping or at least reducing the loss you have suffered or in
the best case avoiding it entirely:

1. Unterrichten Sie sofort lhre Bank von dem Schadenfall und fiigen Sie alle
verfligbaren Unterlagen bei.

¢ Ask them to stop the transfer.?

 If the money has already been transferred, ask the bank (if necessary get in
touch with their management) to send a SWIFT 2 message without delay
to the recipient bank that the transaction is suspected to be criminal fraud,
requesting them to execute a reverse transfer of the sum and to report
suspected money laundering.

e Get the bank to give you a copy of the SWIFT message for your records.

1 In electronic banking, the transfer will as a rule already have been made.

2 Banks communicate globally via the so-called SWIFT system. Secure messages can be sent between banks
extremely fast via this.

Fake President Fraud

In this type of fraud, the
fraudsters pretend to be
high-ranking managers of
the company — mostly a
board member or managing
director — and ask a staff
member who is responsible
in the company for bank
transactions by email or fax
to make an urgent money
transfer. By assuming this
false identity, payments are
transferred to external ac-
counts.

Payment Diversion Fraud

Fraud through the redirecting
of payment flows, e.g. by
giving new account details of
a supplier which are alleged
to have changed.
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2. Make sure that no more payments are made and that

6. Make your employees aware of the details of our
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any further emails received from the suspected fraud-
sters are passed on immediately to the responsible
department of your company.

Secure all documentation available which has directly
or indirectly any bearing on the event of loss both
electronically and in paper form such as:

emails
bank statements
transfer orders

telephone memos etc.

. Notify the loss to us and send us all the available

documentation immediately.

We can agree together with you what measures need
to be taken, also abroad, in order to stop any further
outflows of your money.

The sooner you contact us, the better the chances of us
finding together a way to recuperate the loss or at least
contain it.

The longer you wait, the better chances the criminals
have to transfer the money onwards, making it more
difficult or even impossible to recover it.

Report the offence to the responsible public prose-
cutor’s office and prefer charges attaching all the
relevant documentation you have.

Decide together with them the best way to proceed,
especially as regards any requests for legal support in
foreign jurisdictions.

Obtain the case file number and wherever possible the
name of the employee in charge of the case at the pub-

lic prosecutor’s office and pass this information on to us.

fraud warning and alert them to the following warning
signals:

new persons suddenly appear in an existing email
correspondence.

— Check the email addresses.

— The criminals often use email addresses which are
very similar to real ones which you probably already
know, and often differ only by a single letter or cha-
racter.

You should be suspicious if you receive an email from a
member of the company’s management asking you to
execute transfers of high amounts to foreign accounts,
and should always get confirmation of this through
other channels, especially when you are requested to
keep it strictly confidential and to bypass the normal
procedures.

— The person contacted is often told to carry out the
transaction involving a law firm which then gets in
touch with you to give further instructions.

— Check whether the law firm and the lawyers who
purport to be acting for it actually exist. Involving a
law firm is a ruse designed to put further pressure on
you and to bolster the appearance that the transfer
you dre asked to make is a legal and bona fide trans-
action.

Be suspicious when a business partner requests pay-
ment to be switched to a different account from the
one he has been using for years and ask your contact
person at the business partner to confirm this, e.g. in
writing and sent by normal post. When you reply, do
not under any circumstances use the contact data
given in the suspicious email.
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